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GOAL: REINFORCE SPEAR PHISHING 
AWARENESS FOR JUDGES
COJET requirement changed for 2015 – now mandatory cybersecurity

Decided on SANS one-page handout for conference attendees

Got lunchtime speaking slot for Thursday, June 18

Reviewed lessons learned with Phoenix from 2013 phishing exercise

Targeted 510 registered judges with Ed Services help
 No state bar or law firm addresses used, but court & personal addresses OK

Created Wordpress site, gmail account, voicemail box

Tested to ensure deliverable, reachable thru firewall

Obtained management approval, set counter on website

Sent e-mail Thursday, June 11 @ 2PM

Checked hits on website Monday June 15 @ 9AM



HERE IS THE BAIT



WARNING SIGNS
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TO BE FAIR…
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WHERE CLICKS ORIGINATED, MOST LIKELY
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WHAT COULD THAT LINK DO?

1. Install malicious code on your computer, like ransomware,  without 
your awareness.

2. Send bogus e-mails appearing to be from you to everyone in your 
contacts/address book, perpetuating the phishing scheme. 

3. Start a key logger and communication redirect in the background 
to ship your IDs and passwords to a server overseas.

4. Add your machine as a botnet client to be used in future denial of 
service attacks against websites.

5. Send you to a “look-alike” website of a company or government 
entity you trust to extract IDs, passwords, or personal information 
from you.


